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interface evoting server

{
candidates €  candidate list configuration ();
algorithms € initial configuration();
new_user € waiting_for new_user();
user_voting( new_user , algorithms , candidates);
problem_occur(prblm_code);
configure managemnt();
}
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interface user voting( new_user , algorithms , candidates )
{
session_key < authentication( new_user , server , algorithms) ;
result < voting( new_user , session_key , candidates );
(* this result is not vote , it is a message that show voting succed or

not. *)
represent-statistics(session_key , new_user , server , //votes DB );
session_end(session_key);
cryptotext € cryptography(job, algorithms, plaintext );
}
interface authentication( new_user , server , algorithms )
{
result € authenticatian_alg( algorithms, new_user, server);
send_result( result) ;
sar € server authentication result reseive();

user_authentication problem( result);
server_authentication problem( sar );
session_key € session maker(result,sar);

}
interface  voting( new_user , session_key , candidates )

{

res €< send condidates list( candidates);
(* res show that module execute correct *)
vote € reseive voting result(res);
register_vote( vote ) ;

interface evoting client()

{
algorithms € connect(server);
session_key €& authentication( client , server, algorithms );
voting(server , client , session_key);
statistic_receive( server . session_key);
end session(server , session_key);
problem_occur( prblm_code);
cryptotext <& cryptography(job , algorithms , plaintext);
b
interface authentication(client , server , algorithms)
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{

atn_res < authentication alg(algorithms, client , server);
rac < receive authentication_result();
send server authentication result(atn_res);
client_auth failed( rac );
server_auth failed( atn_res );
session_key € session maker( rac , atn_res );

}
interface voting(servr , client , session_key)
{
candidate list € receive candidate information(server, session_key);
vote < voter(candidate_list);
send_result( server , vote);
}
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interface evoting server

{

candidates €  candidate list configuration ();
algorithms < initial_configuration();
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new_user € waiting for new user();
user voting( new_user , algorithms , candidates);
problem_occur(prblm_code);
configure _managemnt();,

}
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interface user voting( new_user , algorithms , candidates )

{

session_key < authentication( new_user , server , algorithms) ;
result < voting( new _user , session_key , candidates );
(* this result is not vote , it is a message that show voting succed or not.

¥)

/Ivotes_ DB );

represent-statistics(  session_key,new user , server

session_end( session_key);
cryptotext €& cryptography( job , algorithms, plaintext );

}
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interface  authentication( new_user , server , algorithms )

{

result €< authenticatian_alg( algorithms, new user, server);
send_result( result) ;
sar € server_authentication_result_reseive();

user_authentication_problem( result);
server_authentication_problem( sar );
session_key € session maker(result,sar);

O a5 5LS w0 L lS cd Jlol ¢ 3503 35 IS e 4w 33 (S (sl plonil ol
9l o 5 5l g S gl ploml ammm Sl s L 20l adl e IS 55 e ple L i e 51 0L S

. ston &tﬁ)b 6‘) u.r‘t_,\.n;‘j 6):....&
interface  voting( new_user , session_key , candidates )

{
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res € send condidates list( candidates);

(* res show that module execute correct *)

vote € reseive voting result(res);
register _vote( vote ) ;

b
interface evoting client()

{

algorithms & connect(server);
. J"‘“’ﬁg}‘j"b 6)&1,4)‘5&;4“‘}.&)‘)}-‘)) o.)l.i:...»‘ JJ}A &L@L‘J‘)jﬂ‘
session_key €& authentication( client , server, algorithms );
Syl edge b b s
voting(server , client , session_key);
oo s S L b ss el o3 5 Llay (oo plail 0 1y 208 51,8 ol ol S 5 ailse ol
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statistic receive( server . session_key);
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end_session(server , session_key);
cagd e plil el s BG4 bgs e sls S
problem_occur( prblm_code);
cryptotext & cryptography(job , algorithms , plaintext),
b
sl o5 s Dald Ll Sl g Cupa Sl able 5 8 Cusa Sl by S 53
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interface authentication(client , server , algorithms)

{
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atn_res € authentication alg(algorithms, client , server),
rac & receive_authentication result();
send_server authentication result(atn_res);
client_auth_failed( rac );
server_auth_failed( atn_res );
session_key < session _maker(rac, atn_res );

}
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interface voting(servr , client , session_key)

{
candidate list € receive candidate information(server, session_key),
vote <& voter(candidate list);
send_result( server , vote),
}
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<?xml version="1.0"?7>
<candidate-list>
<candidate>
<id>1</id>
<name>
<first>firstName 1 </first>
<middle>middleNamel</middle>
<last>lastNamel</last>
</name>
<title>First Candidate Title</title>

<home-page>http://candidate].homepage.chiz</home-
page>
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<picture>/pictures/candidate1.png</picture>
<comment>This is CANDIDATE]1 comment</comment>
</candidate>
<!-- LIST OF OTHER CANDIDATES HERE -->
</candidate-list>
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// This is a comment
server.port=2222
server.ip=127.0.0.1
db.ip=127.0.0.1
db.username=sa
db.passwd=secrete
db.catalog=evoting
db.driver=the.driver.class.Name
// ' End Of Setting!
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CREATE TABLE USERS(
id integer IDENTITY (1, 1) NOT NULL,
firstname char(30) NOT NULL,
lastname char(30) NOT NULL,
publickey binary NOT NULL,
PRIMARY KEY(id)
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<?xml version="1.0"7>
<authentication-result>
<result>
<message-1d>1</message-id>
<authenticator>
<type> server </type>
<ip> 127.0.0.1</ip>
<port>2738</port>
<public-key>110010...11</public-key>
</authenticator>
<authenticated>
<type> client </type>
<ip> 127.0.0.1</ip>
<port>1092</port>
<public-key>000111010111...1</public-key>
</authenticated>

<a_result> succed </a_result>
<r-session-key>10011101001110...110</r-session-key>
<crypto-final-session-key>not-recognized<crypto- final-

session-key>
<accept-session-key>not-recognized</accept-session-key>
<comment></comment>

</result>
</authentication-result>
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CREATE TABLE VOTES(

userid integer NOT NULL,

candidateid integer NOT NULL,

PRIMARY KEY (userid, candidateid),

FOREIGN KEY (userid) REFRENCES USERS.id
);

SIS

<?xml version="1.0"7>
<candidate-list>
<candidate>
<id>1</id>
<name>
<first>firstName1</first>
<middle>middleNamel</middle>
<last>lastNamel</last>
</name>
<title>First Candidate Title</title>
<home-page>http://candidatel.homepage.chiz</home-
page>
<picture>/pictures/candidate1.png</picture>
<comment>This is CANDIDATE1 comment</comment>
<votes-number>1001</votes-number>
</candidate>
<!-- LIST OF OTHER CANDIDATES HERE -->
</candidate-list>
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component evoting_server

{

candidates &  candidate list configuration ();
algorithms & initial configuration();,
finish < true;
par_begin( voter handler( algorithms , candidates ) ,
configure managemnt() );

j
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component voter handler( algorithms , candidates )
{
while( finish # true )
{
while( new_user € waiting for new user() = null ) ;
(* do-nothing *)
user voting( new_user , algorithms , candidates);
¥
}

aS AS oSS b o BLl el s gl sl gl ol gl o TCP Ll coale
S sl o3l TCP Ll K sleslazal U ol 1) Cad

component waiting for new_user() : new_user

{

(* with tcp connection functions we can easy implement this component
*)
}

o pllsdel 5 53 O o 35 S (sl add g0 Al 4810 Thread s 108 51 S sl

5ol Sl 6 S Gl - 35 oo ol Sy pa Sl Sy pa Sl add ge Al il L5 50
;l.u)wy@m‘.q&L;&;\J}lfd\j\&iﬁ);@%.;ﬁdﬂ&u’\m&

component user voting( new_user , algorithms , candidates )

{
try{

session_key € authentication( new_user , server , algorithms) ;

result < voting( new_user , session_key , candidates );
represent-statistics( new_user , server , //votes DB );
session_end();
/
catch{
problem occur(code);
/
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wasa Sl adl g o
component authentication( new_user , server , algorithms )

{

result < authenticatian_alg( algorithms, new_user, server);
send_result( result) ;
sar € server_authentication_result_reseive();

user_authentication_problem( result);
server_authentication_problem( sar );
session_key € session maker(result,sar);

}

component authenticatian_alg( algorithms, new_user, server): result

{
}

component send_result( result) {}

component server authentication result reseive() : sar{}
component user authentication problem( result){}
component server authentication_problem( sar ){}
component session_maker(result,sar): session_key {}

SS s adlse
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component  voting( new_user , session_key , candidates )

{
try{
res € send condidates list( candidates);
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(* res show that module execute correct *)
if (res = succed )
{
vote € reseive voting result(res);
if( vote 1is validate )

/
register vote( vote ) ;
/
else
/
code = vote not_validate ;
problem_occue(code);
/
/
else
/
code =send condidate list not succed ;
problem_occue(code);
/
/
cach
{
problem_occue(code);
/

}
& oo 4l 5o
S s 5 355 o aseie LS aaslsl ol algorithms ol ST vy o U il (6505 ailge o
So i ap el 5 s w e IS SIS L5 LS e Do LS e L (S e,
3,8 ol eslinal 5y 40 LS (gl ougmoi@;‘\sv;ﬂ,ﬂ\&“ucase;\
bl e asie | (LS e, b S 5)) LIS g S il s senze JOD
component cryptography( job , algorithms , plaintext ): cryptotext

{
if( job = encode)

{

switch to  algorithms

’

case itis RSA
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begin
cryptotext = RSA( plaintext);

end
case itis cypher text mode AES
begin
cryptotext = cypher text mode AES( plaintext);
end

case itis DES

begin
cryptotext = DES( plaintext);
end
/
/
else (*job = decode *)
{
switch to  algorithms
{
case itis RSA
begin
cryptotext = de RSA( plaintext);
end
case itis cypher text mode EAS
begin
cryptotext = de_cypher text mode AES ( plaintext);
end
case itis DES
begin
cryptotext = de DES( plaintext);
end
/
/
}
component send condidates list( candidates):res
{
b
component reseive voting result(res):vote
{
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}

component register vote( vote )

{
b

component represent-statistics( new_user , server , //votes DB )

{

}
component session _end()
{
b
component configure management()
{
b
component problem_occur(prblm_code)
{
switch to  prblm_code
/
case itis problem 27 0 6 2
begin
(* dosomething *)
end
case itis problem22 7 4 0
begin
(* dosomething *)
end
/
}
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"An observer of voting technology once remarked : If you think technology
can solve our voting problems, then you don't understand the problems and

you don't understand the technology.""
Dr. Rebecca Mercuri, Oct 2002 [1]
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"Many forms of Government have been tried, and will be tried in this world
of sin and woe. No one pretends that democracy is perfect or all-Wise.
Indeed, it has been said that democracy is the worst form of Government
except all those others that have been tried from time to time."

Winston Churchill, Nov 1947
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ANALYZING INTERNET
VOTING SECURITY
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A “successful” trial of SERVE in 2004 is the top of a slippery slope toward
even more vulnerable systems in the future. (The existence of SERVE was
cited as justification for Internet voting in the Michigan Democratic
caucuses earlier this year.) Like the proponents of SERVE, we believe that
there should be better support for voting for members of the military
overseas. Still, because the danger of successful, large-scale attacks is so
great, we reluctantly recommend shutting down the development of SERVE
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immediately and not attempting anything like it in the future until the
security problems of the PC and the Internet are resolved. The remainder of
this article explains some of the reasoning behind these conclusions.
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The voters would discover when attempting to vote that they were not
registered, but at that point there might be nothing they could do to resolve
the situation.
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WE EXPECT THAT DENIAL-OF-SERVICE ATTACKS COULD
DISENFRANCHISE A SUBSTANTIAL FRACTION OF THE SERVE
POPULATION, AND THERE SEEMS TO BE LITTLE THAT SERVE
CAN DO TO DEFEND AGAINST SUCH ATTACKS.
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